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Abstract 

Mobile agent systems employ a number of security features to address the 
various threats. However, there is no formal trust and security model that 
covers all the aspects of their operation. This paper presents a set of 
requirements that a mobile agent trust and security model should fulfill. 
We continue by proposing the outline of such a model using currently 
used practices and introducing new ones. Its novel features involve the 
concepts of insurance and platform independence, as well as a central 
Trust Granting Authority with extended responsibilities. We conclude by 
identifying possible deficiencies and propose directions for future 
research. 

1. Introduction 

Agent systems are a special category of software, which is designed to carry out 
a specific task on behalf of an entity. A mobile agent should be able to travel 
between different platforms, possibly carrying along all its data. As a research field, 
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they are closely connected to artificial intelligence and distributed computing [12], 
[10]. As a result, Multi-Agent Systems (MAS) bear the same security issues met at 
any mobile code systems application. Despite the employment of various security 
features by most systems, there is lack of a generally adopted security standard that 
covers all their operation aspects [1], [4], [9]. 

This paper carries on our previous research on mobile agent trust and security 
models [1], [4], [5], [6]. Throughout the paper we will make use of two case studies 
as a demonstration tool. In this work we will build on our past conclusions to put 
together a list of security-requirements for mobile agent trust and security models. 
Furthermore, using these requirements as specifications, we will attempt to draw the 
outline of a trust and security model which meets them. In order to accomplish this, 
we will propose the use of both existing security mechanisms, as well as novel ones. 
Finally, we will attempt to point out areas where our trust and security model, when 
implemented, may be proved inefficient and set goals for future research. 

2. The Mobile Agent Security Concept 

Multi-agent systems involve communication between agents, as well as a certain 
degree of mobility. For certain tasks it may be vital that an agent is moved, along 
with its computations, across a wide area network (migration). As a consequence, 
agents must be protected against malicious platforms, aiming to tamper with their 
operation or (possibly confidential) data. On the other hand, platforms providing 
agent hosting services must also be protected against malicious agents. Finally, it is 
possible for an agent to launch an attack against another agent in the same, or even, 
in a different platform. 

Agent developers employ a number of security mechanisms in order to address 
issues, which include authentication, confidentiality, integrity and monitoring [6], 
[12], [14], [15], [16]. In addition to these, the fact that an agent may have to operate 
in a changing environment introduces the concept of trust. Trust resembles the social 
human behaviour for evaluating risk, driven by the need for cooperation through 
communication and interaction for the accomplishment of a specific purpose [12], 
[14], [15]. It involves assumptions about the security or even malice of several 
entities comprising a MAS. Although making trust assumptions is necessary, 
sometimes it may lead to mistakenly considering a party to be secure or legitimate, 
when it actually is not. In this case, using the latest and most advanced security 
mechanisms is pointless. 
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Although agent technology can be very useful, their adoption is considered to be 
slow [12]. The fact that there is autonomous and intelligent software running on a 
foreign host without a standard security model may restrict their applications. As a 
result, current agent systems are usually implemented within a limited network, 
which is considered to be secure. 

3. Case Studies 

Previously in our research, we attempted to investigate the behaviour of mobile 
agent systems under threats concerning their trust and security model throughout a 
series of security threatening scenarios [5], [6]. In this paper, we will go back to two 
of these scenarios and adapt them on an e-shopping case study. We will adopt this 
approach in order to establish a set of requirements for a complete trust and security 
model. Later on, we will use these requirements to create a draft of a trust and 
security model that satisfies them. Our case study proceeds as follows: 

In the case of an e-shopping scheme, a user creates a shopping agent with the 
function to migrate to a number of pre-determined mobile agent platforms, each run 
by an e-shop and collect prices for a specific item. In each of these, the agent is 
granted access to a set of resources. Typically, the shopping platform will give read-
only access to a number of files, including the product catalog. The agent will search 
for the item in his owner’s interest and, if anything is found, it will be recorded in its 
internal data. A record may include the name of the item, the name of the shop, 
availability information and the item’s price. Further on, the agent will migrate to the 
next e-shop platform and repeat the process until it has visited all the platforms. At 
this point it will migrate back to its owners’ platform, were the user may opt to 
purchase the item from the e-shop with the lowest price. Alternatively, the agent 
itself may proceed to the purchase, if authorized by the user. In this case, the agent 
must be carrying the user’s billing information. 

On this scenario we will examine the following specific cases: 

3.1. Malicious Agent 

This is the case where an authenticated/trusted agent displays malicious 
behaviour. The trust level attributed to an agent usually derives from the identity of 
its owner [1], [4]. However, belonging to a legitimate user does not prevent an agent 
from exhibiting malicious behaviour. This type of attack may be realized either 
intentionally, by the so far trusted user, or by a third party committing identity theft 
of the trusted user. 
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This threat may result on the malicious agent launching an attack on the 
platform. Although sandboxing techniques are usually employed by the platform, the 
agent may use a Denial of Service (DoS) attack. The attack may be launched even on 
a remote platform (i.e., through the repeated transmission of migration requests), 
possibly in parallel with other infected platforms, constituting a distributed DoS 
attach. This scenario may result on one or more platforms crashing. 

3.2. Malicious Platform 

This is the threat of an agent platform being, or having become malicious. 
Usually, an execution platform is by default considered to be trusted by the agent 
[1], [4]. However, it is possible for a platform to launch an attack on the executing 
agents. This can happen either because the integrity of the initially legitimate 
platform has been compromised, or because the platform had been malicious in the 
first place. 

In our scenario, this threat may result on the malicious platform attacking the 
shopping agent. Since the agent is actually a running process, it is possible for the 
underlying platform to gain access to the agent’s internal data. This data contains the 
prices reported by the previous e-shops on a specific item. It is possible for the 
malicious platform to alter either the reported prices in its favor or the list of e-shops 
already visited. An even more serious attack would be when the agent is authorized 
to make the purchase. In this case, the billing information of the user may be stolen 
by the platform. 

4. Trust and Security Model Requirements 

We have pointed out that a number of important security issues need to be 
addressed in the trust and security models of current MAS [1], [4]. Furthermore, we 
have argued on the existence of important deficiencies, which could even cause them 
to fail [5], [6]. As a result, we need to design more robust trust and security models, 
which will also provide contingency plans for eventual failure scenarios. Based on 
our previous conclusions, we will compile a list of requirements that any MAS trust 
and security model must fulfill in order to be suitable for large scale secure 
operations. This list will not be exhaustive and may be updated during our future 
research on mobile agent security issues. Our requirements mainly describe the set 
of services that need to be provided from a trust and security model to the various 
entities of the MAS: 



OUTLINE OF A TRUST AND SECURITY MODEL … 61 

1. Scalable security services. A complete trust and security model must provide 
alternative security features that cover all the aspects of agent operation. Provisions 
must be made to ensure agent and platform integrity, communications security, 
entities authentication, access control scheme, resource control and migration 
capability. These are sectors which are addressed, at least to some extent, in most 
current, security-oriented trust and security models [1], [4]. However, according to 
our findings, there is a need to upgrade the security features in some of them as well 
as to scale the whole scheme to the security needs of each application. In our e-
shopping case study, the security needs are high, since real transactions are involved. 
On the other hand, deploying state of the art security mechanisms in a simple 
application with limited security needs may be unnecessary overhead for a 
platform’s operation. 

2. Strong non-repudiation services. It is important to provide non-repudiation 
services in case of a security incident. For this reason, the trust and security model 
must provide a clear account of the identities involved in any procedure at any given 
time. This requires a strong authentication scheme to verify all entities in the mobile 
agent operation. In both scenarios of our case study it is important to identity the 
user behind a malicious agent or platform, in an undisputable way. 

3. Adaptive trust model using reputation scheme. In order for the security 
architecture to work, certain entities must be considered by default to be secure or 
trusted. This, however, may lead to malicious parties being considered trustworthy. 
This issue has been addressed in the field of trust management by employing the 
notion of reputation [7]. Similarly, in the case of MAS, it is possible to adopt a 
reputation system, where all the users behind platforms or agents are attributed a 
level of trust. The trust level can be adapted depending on their previous behaviour. 
The nature of this scheme requires some sort of central authority, were the behaviour 
of all entities is reported and the trust level is adjusted accordingly. In our scenario 
of a malicious agent, the platform will have the right to report any malicious 
behaviour displayed by the shopping agent, which will result in decreasing the trust 
level attributed to its owner. Similarly, in the scenario of the malicious platform, an 
agent intending to migrate may inquire the trust level of a target shopping platform. 
Depending, on the attributed trust level, the agent may choose to bypass it altogether 
for another, more trustworthy, platform. 

4. Insurance services. It has been argued that the security issues concerning 
MAS is a major factor hindering their adoption [12]. In order to mitigate them, it is 
important to offer strong security mechanisms, as well as to take precautions for the 
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occasion of them proving inadequate. In certain applications, the possibility of a 
security breach is totally unacceptable. For such cases, we propose the existence of a 
contingency insurance mechanism. This mechanism will not only offer non-
repudiation services, such as in [9], but will additionally take action for the 
amendment of the abused party. Providing insurance services could depend on a 
reputation scheme within the trust model. A central, real-world entity would be 
responsible for registering users, as well as for monitoring all the aspects of the 
MAS operation. This type of service could be offered as an option for high value 
applications. In both shopping scenarios, the real-world person or party behind a 
malicious entity will be held liable for any damage caused. Further on, the central 
authority will ensure the amendment of the abused party. 

5. Platform independence. In contrast to the previous ones, this final 
requirement is nonfunctional. It is closely related to interoperability, which is 
considered an important requirement for MAS [1], [8]. This is a major goal for 
mobile agent standards, such as FIPA, which however mostly focus on 
communications compatibility [14]. In addition, a common ground in terms of 
security is also required, since its lack is identified as a major obstacle in MAS 
adoption [12]. This is why we feel that any complete trust and security model has to 
be generic in nature - that is, independent of any particular MAS. In our opinion, it is 
crucial for every formal standard regarding agent operations, to employ a trust and 
security mode. However, this does not imply that every MAS application will have 
to use the same set of security mechanisms. That would be unnecessary and even 
wasteful in terms of cost and resources. A trust and security model must offer 
options ranging from basic security all the way to secure-insured operations. This 
scalability would offer the appropriate level of security for each application, as well 
as the necessary interoperability for applications of the same security requirements. 

5. Trust and Security Model Outline 

In this section we will attempt to draw the outline of a trust and security model 
that meets the above requirements. Providing security for all the aspects of mobile 
agent operations can be quite complicated, since the close interaction between the 
various entities often makes security issues interconnected [6], [5]. In order to 
overcome this complexity, we will use a divide and conquer approach to the problem 
of creating a trust and security model. We will divide the model in four major areas, 
each corresponding to the entity or operation involved. For each of these, we will 
present a set of security measures to address the posed threats. However, since our 
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proposed trust and security model has to be scalable, we will define three distinct 
security levels. As such, we will group the security mechanisms in subsets according 
to both the area and the security level involved (Table 1). 

Table 1. Trust and Security Model Security Features 
 Basic Operation Secure Operation Secure - Insured 

Operation 
Agent Security -Mutual 

authentication based 
on signatures 

-Mutual 
authentication 
based on signatures 
- Strong non 
repudiation 
services 
- Fully 
Homomorphic 
encryption 

- Mutual 
authentication 
based on signatures 
-Strong non 
repudiation services 
-Fully 
Homomorphic 
encryption 
-Insurance in case 
of agent integrity 
breach 

Platform Security -Mutual 
authentication based 
on signatures 
-Sandboxing 
-Real time resource 
control 

-Mutual 
authentication 
based on signatures 
- Sandboxing 
- Real time resource 
control 
- Intrusion 
detection system 
- Strong non 
repudiation 
services 

-Mutual 
authentication 
based on signatures 
-Sandboxing 
-Real time resource 
control 
-Intrusion detection 
system 
-Strong non 
repudiation services 
-Insurance in case 
of platform 
integrity breach 

Communications- 
Migration Security 

-Plain text message 
exchange 
-Strong migration 

-Encrypted 
messages (SSL/TLS) 
- Strong migration 
on encrypted 
channel 

-Encrypted 
messages (SSL/TLS) 
-Strong migration 
on encrypted 
channel 

Trust Model -Platform trusted by 
default 
-Authenticated user 
is trusted by the 
platform 
 

-Platform trusted 
by default 
-Authenticated user 
is trusted by the 
platform according 
to reputation/trust 
level 
-Strong non 
repudiation 
services 
-Trust Granting 
Authority (TGA)- 
security mode 
-Users must 
register to TGA 

-Platform trusted 
by default 
-Authenticated user 
is trusted by the 
platform according 
to reputation/trust 
level 
-Strong non 
repudiation services 
-Trust Granting 
Authority (TGA)- 
insurance mode 
-Users must register 
to TGA, validation 
required 
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Our model will support the following three security levels of operation: 

1. Basic Operation. This level includes the minimum set of security 
mechanisms required by a MAS to operate correctly and efficiently. It is suitable for 
applications with limited security requirements, such as simple agent-based sensor 
systems or small-scale applications in closed networks. 

2. Secure Operation. This level includes all the security mechanisms of the 
Basic Operation level, as well as additional ones. Actually, most of the security 
features available in our trust and security model are present in this level. It is 
suitable for applications with extensive security requirements. 

3. Secure - Insured Operation. The third level includes all the security features 
offered by the secure level of operations, with the insurance features added. It is 
suitable for security-critical applications, involving financial transactions (e-
shopping, B2B applications), where security breaches can turn out to be 
catastrophic. 

Our trust and security model relies on the existence of a central entity acting as a 
Trust Granting Authority (TGA). Hereafter we will be calling this entity Talos, after 
the giant man of bronze that provided protection in the Greek mythology. This 
Trusted Third Party (TTP) and its services will be offered at the two highest levels of 
security. Its basic functionality is to manage the trust level allocated to each entity, 
and therefore it will be thoroughly presented in a following section concerning the 
trust model. 

The areas that will be covered by the draft of our trust and security model are 
analyzed in the following paragraphs. 

5.1. Agent Security 

The integrity of an agent has to be preserved against possible attacks from other 
agents or, most commonly, the agent hosting platform. 

In our approach, the Basic Operation security level would just include 
performing mutual authentication between an agent and the platform, based on their 
owners’ signatures. The procedure is necessary for granting resources and for other, 
non security related purposes, such as targeted migration. This feature constitutes the 
only service offered by this level of security. 

For applications using the Secure Operation level additional mechanisms are 
required. Although digital signatures may protect the code of an agent, they are 
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unsuitable for protecting the data it stores, since they are apt to be updated regularly 
[1], [4]. To address this issue we propose the use of Fully Homomorphic Encryption 
[2]. This recent development allows an entity to update encrypted data without 
having to decrypt them. For our e-shopping scenario, this would mean a malicious 
platform hosting an agent with encrypted data. Although it is possible for the 
platform to update the data of the agent, it is unable to access it in plaintext, 
therefore privacy is preserved. However, the use of Fully Homomorphic Encryption 
may result in the increase of computational requirements [2], which justify its use 
only in applications with high security requirements. Additionally, on this security 
level we propose the use of strong non-repudiation services, which will be required 
in case the integrity of an agent is breached. These services will be offered by Talos. 

The Secure - Insured level of Operation offers all the functionality of the Secure 
level, while also offering insurance services. For this type of services, strict user 
registration is mandatory. Again, these will be offered by Talos. Although insurance 
is not a technical security feature protecting the integrity of an agent, we have argued 
that its provision would be beneficial in certain applications [5]. In this way, 
compromising the security of an agent is no longer as attractive, even in cases of 
financial transactions. 

5.2. Platform Security 

The integrity of a MAS platform must be protected against attacks launched by 
agents. A platform may host several agents related with different applications. As 
such, compromising its integrity will affect all the hosted agents. Consequently, 
protecting its integrity is crucial, even for the Basic Operation security level of our 
trust and security model. 

Similarly to the first level of security regarding the integrity of the agent, we 
consider mutual authentication to be of the outmost importance. Mutually 
authenticating the agent as well as the platform is the first step of ensuring that in 
cases of security breach the identity of the owner behind the attack is known. 
Furthermore, the use of sandboxing techniques is mandatory, although these are 
usually already provided by the virtual machine of the platform [1], [4]. 
Additionally, the platform uses real-time resource control as a means of protecting 
itself and its hosted agents. All the agents are monitored and in cases of malicious 
behavior (i.e. signs of DoS attack) its allocated resources are reduced or completely 
withdrawn. 
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For the Secure Operation level, we feel that further, more active security 
mechanisms are necessary. An Intrusion Detection Mechanism (IDS) is a standard 
method in various systems [1], [4] and can be used for both security-related 
monitoring, as well as for load balancing purposes. Based on information provided 
by this IDS system, the resource control mechanism employed by the platform can 
be greatly enhanced. Again, the use of strong non-repudiation services offered by 
Talos can be a great deterrent for potential attackers seeking to compromise the 
integrity of the platform. 

The Secure-Insured Operation level of security follows a similar approach to the 
one addressing the integrity of the agent. It offers all the security features of the 
previous level adding the insurance services. Talos deals with the platform the same 
way it deals with an agent. Irrespective of whether the malicious entity is an agent or 
a platform, Talos considers the user behind it to be responsible and this entails legal 
liability. 

5.3. Communications/Migration Security 

A MAS involves a great deal of communication between entities. It is possible 
for a system to be deployed across a wide network which has no central security 
administration. As a result, any trust and security model will have to foresee this 
fact, as well as to cope with agent migration. In general, we believe that both of 
these fields are sufficiently addressed by current systems [1], [4]. We also feel that it 
is necessary to include this area in our scheme, in order for it to be complete. 

Since the Basic Operation security level is intended for non-critical application 
or for use within secure environments, there is no need for encrypted 
communications. All messages can be exchanged in plaintext, using a hash code for 
reliability purposes. Again, during migration, the agent is moved unencrypted across 
the network. It should be noted that the migration process is required to be strong, 
that is, the agent must be able to halt its operation at any time and to carry the last 
state of its data, instead of using predetermined points (weak migration). Although 
this is not a security requirement, its absence makes a MAS less attractive [1], [4]. 
The proposed communications scheme can be quite simple and lightweight to 
implement, although not suited for high risk applications. 

On the other hand the Secure Operation level is suitable for several types of 
security intensive applications. Since the interception of exchanged messages is not 
acceptable in secure systems, all the communications must be encrypted. We 
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propose the use of SSL/TLS, which is a well established communications encryption 
mechanism that can support all the communication aspects of a MAS [1], [4]. 
Similarly, the migration process is treated like a message exchange across a network. 
The agent will be transmitted across a secure channel established for this purpose. 

In the area of communications and migration security we feel that there is no 
need for additional features for the Secure - Insured Operations level. 
Communications security is well advanced and existing MAS already employ 
considerably effective security mechanisms. 

5.4. Trust Model 

In previous research we have concluded that trust models employed by current 
MAS are insufficient for large scale applications, which may hinder their adoption 
[5]. As a result, we will attempt to provide a more robust alternative in our approach. 

For the Basic Operation level we believe that an approach similar to the trust 
models of existing MAS is sufficient. In this approach the agent and the platform are 
mutually authenticated. Thereafter, the agent and the platform consider each other to 
be trusted. Applications employing this level of security estimate that there is a small 
risk of attack, and even in that case, the assets involved are minimal. 

On the other hand, applications requiring Secure Operation level need further 
provisions from the trust model. We mentioned in the previous sections the use of 
Talos, a Trust Granting Authority. We will build our trust model for the two highest 
security levels around this entity. Talos will act as TTP and will offer additional 
services, tailored for the concept of MAS. All users interested in using the second or 
third security level will have to register to Talos. Talos will maintain a reputation 
level for each user, which will be attributed to each agent or platform the user owns. 
All entities in a MAS operating in the two highest security levels will have the right 
to report on the behaviour of another entity. After each report, the trust level of the 
corresponding user will be adjusted accordingly. Again, all entities may inquire into 
the trust level of a user. As a result, they will be able to decide whether to 
collaborate with a certain entity or not. A hosting platform may choose to reject a 
migration request from an agent with low trust level. Similarly, an agent may decide 
not to migrate to a certain platform. On the other hand, a high trust level may be an 
indication of the past activity of an entity, but does not guarantee its future 
behaviour. However, we believe that a reputation scheme, although not absolutely 
reliable, is necessary for the secure operation of a MAS. The mandatory user 



MICHAIL FRAGKAKIS and NIKOLAOS ALEXANDRIS 68 

registration will allow Talos to offer strong non-repudiation services. All activity is 
reported back to the Talos, which will keep track of the operations of all entities in 
its authority. In case an agent or platform is attacked, Talos can identify the 
malicious entity, decrease its trust level and report the incident to the affected user. 
By employing the above mechanisms an entity can improve the validity of its trust 
assumptions. 

 

Figure 1. Talos in the Secure Operation mode. All entities report their activity to 
Talos, which acts as a Trusted Third Party. 

Finally, our highest level of security will also make use of Talos, although with 
some additional functionality. The main differences are a due to the insurance 
services that Talos offers in this level. During the initial registration, the user is 
required to validate himself and his billing information. The scheme is similar to the 
one used by Paypal [11]. The user has to provide personal information which is 
verified by binding a minor amount of real world currency from the user’s account. 
This process will ensure the validity of the billing information, which will be used 
for compensations in cases of malicious behaviour. Furthermore, in order to make 
the non-repudiation services more comprehensive Talos requires all activity to be 
carried out through it. In this way Talos acts as a gateway, as in small, special 
purpose MAS implementations [9]. In addition, agents will have to migrate to the 
next platform through Talos. Using this approach, Talos is no longer a TTP to the 
MAS, but rather participates actively in its operations. In the case of a security 
breach, the malicious entity can be immediately identified and the offending user is 
held liable with real world consequences. 
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Figure 2. Talos in the Secure - Insured Operation mode. Note that all entities 
interact with each other only through Talos, which acts as a gateway and central 
security enforcer. 

6. Conclusion and Future Work 

In this paper we propose the outline of a trust and security model for mobile 
agent systems. We began by putting together a list of requirements for modern trust 
and security models of MAS, for which we took under consideration deficiencies we 
identified in our previous research [5], [6]. 

Our list contains requirements which, at least to some extent, are met by certain 
modern MAS. However, we differentiate by identifying two additional requirements. 
Firstly, the functional requirement of insurance, since we believe that the system 
should foresee and cope with the possibility of failure. Secondly, the non-functional 
requirement of promoting the trust and security model to be an integral part of 
formal mobile agent specifications. We believe the latter to be a key factor for 
achieving interoperability. 

Later on, we proceeded to draw the rough outline of a trust and security model 
fulfilling the initially-set requirements. We divided our model into four discrete 
areas, each corresponding to an entity or operation. In each of these, we were able to 
isolate and address the security issues involved. Additionally, due to scalability 
requirements, we defined three levels of secure operation. As such, we grouped the 
proposed security mechanisms in subsets according to both the area and the security 
level. 
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More importantly, we introduced a Trust Granting Authority we named Talos. 
Talos may act both as a Trusted Third Party and as a central security authority, 
depending on the employed security level. The key characteristic of Talos is that it 
combines strong non-repudiation services with insurance services to provide a 
secure environment for mobile agent operations. 

As a next step in our research, we would like to investigate the feasibility of our 
proposal. Naturally, by proposing an extensive set of security mechanisms on non-
trivial number of interacting entities may impose on the latter significant 
computational overhead. This is the reason for which we must investigate the 
performance of such a trust and security model through a simulation [17] or a small-
scale deployment of a MAS using it. However, it should be noted that most of the 
complex mechanisms are provided by Talos, which is a dedicated entity. As a result, 
most of the security features will not burden MAS applications, but will rather be 
consolidated within Talos itself. In any case, there is a clear need for a proof-of-
concept. 

Finally, we believe that after our model reaches a certain degree of maturity it 
should be expressed in a formal way. The ultimate goal of this research is to create a 
robust trust and security model covering both our requirements and the actual needs 
of MAS applications. The creation of such a model would, hopefully, allow it to be 
incorporated in a formal standard for mobile agents operation and would, in turn, 
promote their adoption. 
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