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Abstract

Functions with high nonlinearity, e.g., perfect nonlinear functions and
bent functions, have been an instrumental tool not only in algebra and
finite geometries but also in combinatorics, coding theory and
cryptography as well. In this paper, we study perfect nonlinear functions,
especially properties of the derivative of the components of the perfect
nonlinear functions. As a result, some sufficient and necessary conditions
have been presented to judge when a function is a perfect nonlinear
function, and hope these conditions are useful in constructing new perfect
nonlinear functions.

1. Introduction

Let p be an odd prime number and q = p™. A function f : Fq — Fy is called

perfect nonlinear or planar if for each a e Iy, the derivative function D,f =
f(x+a)- f(x) is a permutation on Fy. Much attention has been paid to these

functions recently as they are widely used in communication theory and
cryptography. For a survey on perfect nonlinear functions (and, more generally,
highly nonlinear functions), we refer to [2, 6].
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Up to now, all known perfect nonlinear functions from F, to F, were affine

equivalents to one of the following functions (strictly speaking, this list is not
complete, since every semifield of odd order gives a perfect nonlinear function):

(1) f; = x> (folklore);
d
() f, = xP *1 where d > 0 and 2 1 ﬁ (Dembowski and Ostrom [4]);

(3) f3 = x10 + x8 — x2, where p=3and 2{m (Coulter and Matthews [3]
and Ding and Yuan [5]);
s
(4) f,=x 2 |, where p=3, 21k and (m, k) =1 (Coulter and Matthews
[3D);
pS+1 _ pR1, pepas
(5) fg=x -u X in Fp3k, where ged(k, 3) =1 k-s=

0(mod3), s = k and k/(k, s) is odd, and u is a generator of IF’SSk (Zhaetal. [7]).

From the above list, we see that only a few classes of perfect nonlinear functions
are known. So, it is necessary to construct new PN functions. On the other hand,
only a few properties of perfect nonlinear functions are known. Therefore, we
explore more properties of perfect nonlinear functions, especially the properties of
the derivative of the components of the perfect nonlinear functions. These properties
constitute sufficient and necessary conditions for judging when a function is perfect
nonlinear. Although we have not been able to construct new perfect nonlinear
functions, we try to give some sufficient and necessary conditions to judge when a
function is perfect nonlinear, and hope these conditions are useful in constructing
new perfect nonlinear functions.

2. Characterizations of Perfect Nonlinear Functions

To begin with, we state some preparatory knowledge that will be used in this
section.

Let g = p™ be a power of an odd prime p, where m is an arbitrary positive

integer. Write Tr for the absolute trace function from F, to F, defined by

2 m-1
Tr(x) = x+xP +xP ... 4+ xP
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Let f be a function on IFq. The linear combinations of the coordinates of f are
the functions f; (x) = Tr(M(x)), A € F,, where fo = 0. The functions f,(x) are

called the components of f. Let ¢4(x) = Tr(ax) be a linear function over F.

Now we define a transform on functions from F, into F, which will be used
for the component functions of those defined from [, into itself. Let g be a function
from F, into F,. The Walsh transform of g (see [1]) is defined by

W(g) = Za%(x), €p = e?2m/p,

XeIFq

With the preparations above, we are now ready to present a full characterization
of perfect nonlinear functions by means of the derivatives and the sum of square
indicators of their functions.

Theorem 2.1. Let f:Fy — F; be a function and f, (x) = Tr(Af(x)) be

components of f(x) for A e Fy. Then forany a e [Fs, we have

ZlW(Dafk)lz 2 q2-

ke]Fq

Moreover, f is a perfect nonlinear function if and only if

> IW(D, 1) 2 = o?

ke]Fq

Proof.

D WD, 1) P

XeIFq

- Z Z Zngr[k(f(Ha)—f(x))]—Tr[x(f(y+a)_f(y))]

LeFgxeFgyel,

- Z Z ZS'EF[%(I‘(XH)—f(X))]—Tr[X(f(y+a)—f(y))]

XeIFq yeIE‘qke]Fq

=gl {(x ) f(x+a)- f(x) = f(y+a)- f(y)}]
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=%+l {(x Y f(x+a)- f(x) = f(y+a)- F(y). x =y}
> q°.
If fis a perfect nonlinear function, then
Hx ) f(x+a)— f(x) = f(y+a)-f(y). x = y}[=0.

Hence

WD, ;) P = a?.

ke]Fq

Conversely, if

ZlW(Dafk) |2 = q2,

XEIFq
then
Hx, Y f(x+a)- f(x)= f(y+a)- f(y), x = y}[=0.

Hence, D, f isa permutation on F, and fis a perfect nonlinear function on F,. [

Theorem 2.2. Let f : Fy; — Fy be afunction and
V(f)= ) IW(Daf;) [
aeIFq
be a square sum indicator of the components f, of f. Then we have
D v(f)=d’(@-0).
heFy

Moreover, f is a perfect nonlinear function if and only if

D V(f)=a*(a-1).

ker
Proof.
D V(h) =D > WD)
Aely reFga<ly

=3 W) R - Y WD, o) [

keIaneIF‘q aeIFq



ON PERFECT NONLINEAR FUNCTIONS 37

= DD IWDLE) P = D W(Dafo) P+ D[ W(Dg ) [

ae]F(’;XEFq aEFq 7\.qu

> q%(q - ).

If f is a perfect nonlinear function, then

> IW(D, 1) 2 = o2

keIFq

Hence

D V()= d’(@-).

heFy
Conversely, suppose that

D V()= d’(@-).

*
keIFq

By Theorem 2.1, forany a € IF;, we have

D WD, ) P = 62, (1)
kqu
Also,
Dov(h) =D D W(Dah)
AeFg heFy <l
=D D IwD. )
aeIF; }‘EFCI
Hence

D D IwDah) = d’@-1).

aeIF‘a‘ kEFq

By inequality (1), we have
> IW(D, 1) 2 = o

kqu

Therefore, f is a perfect nonlinear function. O
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For perfect nonlinear power functions, we have the following holds.

Lemma2.3.Let f =x% bea power function on Fy. If f is a perfect nonlinear

function, then gecd(d, g - 1) = 2.
Proof. We consider the number of the solutions of the equation

beF

d . d _ *
(x+a)" =x" =b, aeh q-

qa
Let a=1and b=0. Then
(x+1)d -x9 =0,

which is equivalent to x4 = 1, x=1.

Let a be a generator of IFJ and x = o, te Zq-1. Then
[{x e Fy|x® =1, x 1} | = | {t € Zg 4| dt = O(mod g — 1)} |.

The number of the solutions of dt = O(mod g —1) in Z’(‘H is gcd(d, g -1)-1. If f

is a perfect nonlinear function, then
| {x e IFq|xd =1 x#1}|=gecd(d, q-1)-1=1.
We have ged(d, q -1) = 2. O

Theorem 2.4. Let f = x% be a power function on F; and o be a generator of

Fq. Then W(D, ;) = W(D, f, a) forany a ae Fg. Moreover, we have

u-1
V() =02 +5) [W(DLf, ia) [
i=1

and

s—1
> IWDa ) 2 =2 Y V(E )
=0

keIE'q

where s = ged(d, g —1), u=(q-1)/s.
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Proof.

W(Dyfy) = Zngr[Mf(Ha)—f(x))]

XeIFq

_ Z Sgr[x((ma)d —x9)]

el )

_ Z 8Tr[kocd ((x+l)d _xd ]
- p

XeIE‘q

=W(Dyf, a).

V(f)= ) |W(Daf;) [

aeIFq

=%+ ) |W(Daf;)

*
ae]Fq

2 2
=%+ ) |W(DLf, a)l

*
ae]Fq

q-2
2 2
=%+ ) [W(DLf, 4)]
i=0

i=2u

39

u-1 2u-1 3u-1
2 2 )
:q2+ZO:|W(D1fMid)| +Z|W(D1fm‘d)| +Z|W(D1fmid)|
1= i=u
su-1
ot Z |W(D1fmid)|2
i=(s-1)u

u-l u-1
="+ Zl W(Byf, jia ) ? + Z| WD, (i+u)a) &
i=0 i=0
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u-1
4ot Zl W(D]_ fko,(n(s_l)u)d ) |2
i=0
u-1 u-l
2 2
=g+ Zl W(Dyf, i) [+ Z| W(DL, i)
i=0 1=0
u-1
st WO, i) [
i=0

u-1
g2+ 52|W(D1fmid)|2. )
i=

Let d = ks. Since q—1=us and s = gcd(q —1, d) = gecd(us, ks), we have ged(u, k)
= 1. Therefore, equation (2) becomes
u-1 u-1
V(f) =02+ 5> [W(DLF, is) [F = a® + D [W(DLf, i) *
i=0 i=0
Hence
u-1
V(f) =0+ SZ|W(D1fmis) %,
i=0

and

u-1
2 2
V(f) =% = s [W(Dif, o) [
i=0
Let A =al, 0< j<s—1. Then

u-1
V(faj ) - q2 = SZ| W(lexaﬂis) |2-
i=0

And

[N

s—1 u—

s—1
DV ) -a?) =) > WD, i) 2
j=0

j=0i=0
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Moreover, let a = o). Then

DIWDaH) P = D WO, o)

Xe]F; XGIFE;
s—1 u-1
_ N 2
= |W(D1faj+|salks)|
i=0 j=0
s—1 u-1
= |W(D1f is(jis) i
i=0 j=0
s—1u-1
= |W(Dsf i js) 2.
i=0 j=0
Therefore
s—1
2 2
DV )=a®) =5 WD) [
j=0 heFy
Namely
1 s-1
2
Z|W(Dafk)| =§Zv(fa,-). O
LeFy j=0

Corollary 2.5. Let f = xd be a perfect nonlinear function on I, and o be a

generator of Fy. Then

V(f)+V(fy) = 20%

Proof. Since f is a perfect nonlinear function, we have gcd(d, q—1) =2 by

Lemma 2.3. Hence, by Theorem 2.4, we have

1
23 [W(Daf) 2 = D V(f ) =V(f)+V(fo).
=0

keIE'q
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Also, by Theorem 2.1, f is a perfect nonlinear function if and only if

D WD, ) P =%

kequ

Hence, we have

(1]

(2]
(3]

[4]

[5]

(6]

[7]

V(f)+V(f,) =29
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