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Abstract 

Functions with high nonlinearity, e.g., perfect nonlinear functions and 
bent functions, have been an instrumental tool not only in algebra and 
finite geometries but also in combinatorics, coding theory and 
cryptography as well. In this paper, we study perfect nonlinear functions, 
especially properties of the derivative of the components of the perfect 
nonlinear functions. As a result, some sufficient and necessary conditions 
have been presented to judge when a function is a perfect nonlinear 
function, and hope these conditions are useful in constructing new perfect 
nonlinear functions. 

1. Introduction 

Let p be an odd prime number and .mpq =  A function qqf FF →:  is called 

perfect nonlinear or planar if for each ,∗∈ qa F  the derivative function =fDa  

( ) ( )xfaxf −+  is a permutation on .qF  Much attention has been paid to these 

functions recently as they are widely used in communication theory and 
cryptography. For a survey on perfect nonlinear functions (and, more generally, 
highly nonlinear functions), we refer to [2, 6]. 
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Up to now, all known perfect nonlinear functions from qF  to qF  were affine 

equivalents to one of the following functions (strictly speaking, this list is not 
complete, since every semifield of odd order gives a perfect nonlinear function): 

(1) 2
1 xf =  (folklore); 

(2) ,1
2

+=
dpxf  where 0≥d  and ( )dm

m
,

2  (Dembowski and Ostrom [4]); 

(3) ,2610
3 xxxf −±=  where 3=p  and m2  (Coulter and Matthews [3] 

and Ding and Yuan [5]); 

(4) ,2
13

4

+

=

k

xf  where ,3=p  k2  and ( ) 1, =km  (Coulter and Matthews 
[3]); 

(5) spppp kkks
xuxf ++−+ −=

211
5  in ,3kpF  where ( ) ,13,gcd =k  ≡− sk  

( ),3mod0  ks ≠  and ( )skk ,  is odd, and u is a generator of ∗ kp3F  (Zha et al. [7]). 

From the above list, we see that only a few classes of perfect nonlinear functions 
are known. So, it is necessary to construct new PN functions. On the other hand, 
only a few properties of perfect nonlinear functions are known. Therefore, we 
explore more properties of perfect nonlinear functions, especially the properties of 
the derivative of the components of the perfect nonlinear functions. These properties 
constitute sufficient and necessary conditions for judging when a function is perfect 
nonlinear. Although we have not been able to construct new perfect nonlinear 
functions, we try to give some sufficient and necessary conditions to judge when a 
function is perfect nonlinear, and hope these conditions are useful in constructing 
new perfect nonlinear functions. 

2. Characterizations of Perfect Nonlinear Functions 

To begin with, we state some preparatory knowledge that will be used in this 
section. 

Let mpq =  be a power of an odd prime p, where m is an arbitrary positive 

integer. Write Tr for the absolute trace function from qF  to pF  defined by 

( ) .Tr
12 −

++++=
mppp xxxxx  
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Let f be a function on .qF  The linear combinations of the coordinates of f are 

the functions ( ) ( )( ),Tr xxf λ=λ  ,qF∈λ  where .00 =f  The functions ( )xfλ  are 

called the components of f. Let ( ) ( )axxa Tr=ϕ  be a linear function over .qF  

Now we define a transform on functions from qF  into pF  which will be used 

for the component functions of those defined from qF  into itself. Let g be a function 

from qF  into .pF  The Walsh transform of g (see [1]) is defined by 

( ) ( )∑
∈

π=εε=
qx

pi
p

xg
p egW

F
., 2  

With the preparations above, we are now ready to present a full characterization 
of perfect nonlinear functions by means of the derivatives and the sum of square 
indicators of their functions. 

Theorem 2.1. Let qqf FF →:  be a function and ( ) ( )( )xfxf λ=λ Tr  be 

components of ( )xf  for .qF∈λ  Then for any ,∗∈ qa F  we have 

( )∑
∈λ

λ ≥
q

qfDW a
F

.22  

Moreover, f is a perfect nonlinear function if and only if 

( )∑
∈λ

λ =
q

qfDW a
F

.22  

Proof. 

( )∑
∈λ

λ
q

fDW a
F

2  

( ) ( )( )[ ] ( ) ( )( )[ ]∑ ∑∑
∈λ ∈ ∈

−+λ−−+λε=
q q qx y

yfayfxfaxf
p

F F F

TrTr  

( ) ( )( )[ ] ( ) ( )( )[ ]∑ ∑∑
∈ ∈ ∈λ

−+λ−−+λε=
q q qx y

yfayfxfaxf
p

F F F

TrTr  

( ) ( ) ( ) ( ) ( ){ }yfayfxfaxfyxq −+=−+|= ,  
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( ) ( ) ( ) ( ) ( ){ }yxyfayfxfaxfyxqq ≠−+=−+|+= ,,2  

.2q≥  

If f is a perfect nonlinear function, then 

( ) ( ) ( ) ( ) ( ){ } .0,, =≠−+=−+| yxyfayfxfaxfyx  

Hence 

( )∑
∈λ

λ =
q

qfDW a
F

.22  

Conversely, if 

( )∑
∈λ

λ =
q

qfDW a
F

,22  

then 

( ) ( ) ( ) ( ) ( ){ } .0,, =≠−+=−+| yxyfayfxfaxfyx  

Hence, fDa  is a permutation on qF  and f is a perfect nonlinear function on .qF  ~ 

Theorem 2.2. Let qqf FF →:  be a function and 

( ) ( )∑
∈

λλ =
qa

a fDWfV
F

2  

be a square sum indicator of the components λf  of f. Then we have 

( ) ( )∑
∗∈λ

λ −≥

q

qqfV
F

.12  

Moreover, f is a perfect nonlinear function if and only if 

( ) ( )∑
∗∈λ

λ −=

q

qqfV
F

.12  

Proof. 

 ( ) ( )∑ ∑∑
∗ ∗∈λ ∈λ ∈

λλ =

q q qa
a fDWfV

F F F

2  

( ) ( )∑ ∑ ∑
∈λ ∈ ∈

λ −=
q q qa a

aa fDWfDW
F F F

2
0

2  
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( ) ( ) ( )∑ ∑ ∑ ∑
∗∈ ∈λ ∈ ∈λ

λλ +−=

q q q qa a
aa fDWfDWfDW

F F F F

2
0

2
0

2  

( ).12 −≥ qq  

If f is a perfect nonlinear function, then 

( )∑
∈λ

λ =
q

qfDW a
F

.22  

Hence 

( ) ( )∑
∗∈λ

λ −≥

q

qqfV
F

.12  

Conversely, suppose that 

( ) ( )∑
∗∈λ

λ −≥

q

qqfV
F

.12  

By Theorem 2.1, for any ,∗∈ qa F  we have 

 ( )∑
∈λ

λ ≥
q

qfDW a
F

.22  (1) 

Also, 

( ) ( )∑ ∑ ∑
∗ ∗∈λ ∈λ ∈

λλ =

q q qa
a fDWfV

F F F

2  

 ( )∑ ∑
∗∈ ∈λ

λ=

q qa
a fDW

F F
.2  

Hence 

( ) ( )∑ ∑
∗∈ ∈λ

λ −=

q qa
a qqfDW

F F
.122  

By inequality (1), we have 

( )∑
∈λ

λ =
q

qfDW a
F

.22  

Therefore, f is a perfect nonlinear function. ~ 
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For perfect nonlinear power functions, we have the following holds. 

Lemma 2.3. Let dxf =  be a power function on .qF  If f is a perfect nonlinear 

function, then ( ) .21,gcd =−qd  

Proof. We consider the number of the solutions of the equation 

( ) ,bxax dd =−+   ,∗∈ qa F   .qb F∈  

Let 1=a  and .0=b  Then 

( ) ,01 =−+ dd xx  

which is equivalent to ,1=dx  .1≠x  

Let α be a generator of ∗
qF  and ,tx α=  .1−∈ qt Z  Then 

{ } { ( )} .1mod01,1 1 −≡|∈=≠=|∈ ∗
− qdttxxx q

d
q ZF  

The number of the solutions of ( )1mod0 −≡ qdt  in ∗
−1qZ  is ( ) .11,gcd −−qd  If f 

is a perfect nonlinear function, then 

{ } ( ) .111,gcd1,1 =−−=≠=|∈ qdxxx d
qF  

We have ( ) .21,gcd =−qd  ~ 

Theorem 2.4. Let dxf =  be a power function on qF  and α be a generator of 

.∗qF  Then ( ) ( )dfDWfDW aa λαλ =  for any ., ∗∈λ qa F  Moreover, we have 

( ) ( )∑
−

=
λαλ +=

1

1

2
1

2
u

i
idfDWsqfV  

and 

( ) ( )∑ ∑
∈λ

−

=
αλ =

q

j

s

j
a fVsfDW

F

1

0

2 ,1  

where ( ),1,gcd −= qds  ( ) .1 squ −=  
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Proof. 

( ) ( ) ( )( )[ ]∑
∈

−+λ
λ ε=

qx

xfaxf
pa fDW

F

Tr  

[ (( ) )]∑
∈

−+λε=
q

dd

x

xax
p

F

Tr  

∑
∈

⎥
⎥
⎦

⎤

⎢
⎢
⎣

⎡
⎟
⎟
⎠

⎞
⎜
⎜
⎝

⎛
⎟
⎠
⎞⎜

⎝
⎛−⎟

⎠
⎞⎜

⎝
⎛ +λα

ε=
q

dd
d

x

a
x

a
x

p
F

1Tr
 

[ (( ) )]∑
∈

−+λαε=
q

ddd

x

xx
p

F

1Tr  

( ).1 dfDW
λα

=  

( ) ( )∑
∈

λλ =
qa

a fDWfV
F

2  

( )∑
∗∈

λ+=

qa
a fDWq

F

22  

( )∑
∗∈

λα
+=

q

d

a

fDWq
F

2
1

2  

( )∑
−

=
λα

+=
2

0

2
1

2
q

i
dfDWq  

( ) ( ) ( )∑ ∑∑
−

=

−

=
λα

−

=
λαλα

+++=
1

0

13

2

2
1

12
2

1
2

1
2

u

i

u

ui

u

ui
ididid fDWfDWfDWq  

( )
( )
∑
−

−=
λα

++
1

1

2
1

su

usi
idfDW  

( ) ( ( ) )∑ ∑
−

=

−

=
λαλα +++=

1

0

1

0

2
1

2
1

2
u

i

u

i
duiid fDWfDWq  
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( ( )( ) )∑
−

=
λα −+++

1

0

2
1 1

u

i
dusifDW  

( ) ( )∑ ∑
−

=

−

=
λαλα

++=
1

0

1

0

2
1

2
1

2
u

i

u

i
idid fDWfDWq  

( )∑
−

=
λα

++
1

0

2
1

u

i
idfDW  

( )∑
−

=
λα

+=
1

0

2
1

2 .
u

i
idfDWsq  (2) 

Let .ksd =  Since usq =− 1  and ( ) ( ),,gcd,1gcd ksusdqs =−=  we have ( )ku,gcd  

.1=  Therefore, equation (2) becomes 

( ) ( ) ( )∑ ∑
−

=

−

=
λαλαλ +=+=

1

0

1

0

2
1

22
1

2 .
u

i

u

i
isiks fDWqfDWsqfV  

Hence 

( ) ( )∑
−

=
λαλ +=

1

0

2
1

2 ,
u

i
isfDWsqfV  

and 

( ) ( )∑
−

=
λαλ =−

1

0

2
1

2 .
u

i
isfDWsqfV  

Let ,jα=λ  .10 −≤≤ sj  Then 

( ) ( )∑
−

=
λαα +=−

1

0

2
1

2 .
u

i
isjj fDWsqfV  

And 

( ( ) ) ( )∑ ∑∑
−

=

−

=

−

=
λαα +=−

1

0

1

0

1

0

2
1

2 .
s

j

s

j

u

i
isjj fDWsqfV  
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Moreover, let .la α=  Then 

( ) ( )∑ ∑
∗ ∗∈ ∈

λαλ =

q q

d

x x
a fDWfDW

F F

2
1

2  

( )∑∑
−

=

−

=
αα +=

1

0

1

0

2
1

s

i

u

j
lksisjfDW  

( ( ) )∑∑
−

=

−

=
α ++=

1

0

1

0

2
1

s

i

u

j
slkjifDW  

( )∑∑
−

=

−

=
α +=

1

0

1

0

2
1 .

s

i

u

j
jsifDW  

Therefore 

( ( ) ) ( )∑ ∑
−

= ∈λ

λα
∗

=−
1

0

22 .
s

j
a

q

j fDWsqfV
F

 

Namely 

 ( ) ( )∑ ∑
∈λ

−

=
αλ =

q

j

s

j
a fVsfDW

F

1

0

2 .1  ~ 

Corollary 2.5. Let dxf =  be a perfect nonlinear function on qF  and α be a 

generator of  .∗qF  Then 

( ) ( ) .2 2
1 qfVfV =+ α  

Proof. Since f is a perfect nonlinear function, we have ( ) 21,gcd =−qd  by 

Lemma 2.3. Hence, by Theorem 2.4, we have 

( ) ( ) ( ) ( )∑ ∑
∈λ =

αλ +==
q

j
j

a fVfVfVfDW
F

1

0
01

2 .2  
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Also, by Theorem 2.1, f is a perfect nonlinear function if and only if 

( )∑
∈λ

λ =
q

qfDW a
F

.22  

Hence, we have 

( ) ( ) .2 2
1 qfVfV =+ α  
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