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Abstract

Apart from well known malwares viruses, worms andjdn houses;
there is less familiar threat known as the botiidéte term botnet
(network of bots) is a combination of two wordst bactim host) and

net (network). In relation of botnet taxonomy betreferred as a
victim host which is under the control of the akiarccalled BotMaster
(or Botherder). These botnets are frequently usedniany cyber
attacks and crimes, and they are root causes feeraeillegal

activities like click fraud, DDOS, etc. Botnets og&e under the
command and control infrastructure (C & C) whichkes botnets
functioning unique giving serious problems in defiegy from this

malware. Botnets become more elaborate and efficiEreir use is
growing at an exponential rate. Although botnetowstd their

existence several years ago, it became an integeatea for research
only recently. Various types of technique are pemabfor detection

Conference held during April 8-9, 2016 at Lovelpfessional University, Punjab, India.
Guest Editor: G. Geetha; Division of Research anevdlbpment, Lovely Professional
University, Punjab, India.



308 S. K. Dwivedi, O. Prakash, S. K. Keshari and K. Murhanickam

and prevention from botnet attacks. Current dedactnodels deal
with only a limited set of bots behavior and thuge aot able to
resolve protocol independent and architecture iaddpnt (P1 & Al)
problem, and autoupdation mechanism used by theaebofThe
proposed model addresses these problems alongheittietection of
advanced botnets. In this paper, we have taken symey report for
detection of hybrid botnets.

Introduction

Malware includes viruses, worms, Trojan horseswspg that gather
information about a computer user and access toysters without
permission. It can appear in the form of scriptsive content, code, or other
softwares. Malware programs are divided into twasses: the first one
consisting of viruses, Trojan horses, logic bonmitzgydoors (requiring a host
program) and the second one consisting of wormmb#o (independent
programs). Botnet has become the most serious isedhreats on the
current internet infrastructure. A botnet (BotNetlgois an interconnected
collection of compromised infected computer (botg)ich is remotely
controlled by its originator (called BotMaster cotBerder) under a common
and control infrastructure [1]. Bot is a new typ& malware which is
designed for malicious activity. The term bot isided from the word robot
which is used to describe sets of scripts desigoederform predefined
functions. After the bot code has been installetb in computer, the
computer becomes a bot. Here all the bots are utigercontrol of
BotMaster. So, if a bot exists in computer, thensinot harmful until it
receives command from BotMaster. After receiving ttommand from
BotMaster, it is dangerous for the system. Thede e not self-propagate
from one system/network to other systems/networltey are in an idle
state. After receiving the commands from BotMastieey propagate from
one system/network to other systems/networks amsl ¢hnter into malicious
activities [2].

Due to existence of C & C infrastructure, botnéteds from other types
of malware. So, if we are able to detect the laratif C & C, then botnet
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can be detected and prevented from cyber-attaakisthis also depends on
which type of communication protocols are used bjnbts. Based on the
architecture, botnets are classified into threeegates: Centralized,
Decentralised and Hybrid Botnets. Centralized meidmas are used by
many botnet architectures. This is a client-seraechitecture. HTTP

(Agobot, SDbot) and IRC (Zeus bot) are the two camrmrotocols used by
this architecture. In a decentralized architectfréotnets, any victim host
acts as a client and a server. Strom botnet isxample of decentralized
(P2P) architecture. The hybrid architecture is anlwoation of both

centralized and decentralized architectures [8].3,

Botmaster provides following services to its bots:

1. Rich network connectivity.

2. Control traffic dispersion.

3. Individual encryption.

4. Easy recovery and monitoring by BotMaster.

Table 1 shows different classifications of botneisdd on their
topological structures and some of their comparjzaameters.

Table1. Comparison of command and control topologies

S.No.| Topology | Design complexity | Delectability | M essage latency | Survivability
1. | Centralized Low Medium Low Low
2. | Decentralized Medium Low Medium Medium
3. Hybrid Low High High High

Hybrid
23%

Decentra Centraliz
lized ed
12% 65%

Figure 1. Distribution of different types of architectures.
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Figure 1 shows that the distribution of differenpas of botnet
structures exists in a network. Some botnets us&ralized architectures,
while others use hybrid structures. Around 20%353®&0botnet structures are
based on hybrid mechanisms which exist in a network

Botnet life cycle (Figure 2):
Typically botnets create and maintain 4 phases:-

1* phase: BotMaster infects a victim host (after étifan a victim host is
called a bot) through compromise mechanisms, seaigiheering, etc.

2nd phase: Now, these infected hosts are connect€d®t& server.

3 phase: BotMaster sends command to C & C serverttend & C
server replicates command to other victim hostsésjb@nd in this process,
id is repeated again and again in order to creatps of botnets (botnet
army).

4" phase: Bots are regularly updated with the nevinkss functionality
through BotMaster and the C & C server.

Botraaster

Wictim Host
(Bots)

C&iz Server -
' 4

3.4 34 34
Wictitn Host 1 Wictitn Host 2 ... Mietirn Host I
(Biots) (Biots) (Biots)

Figure 2. Botnet life cycle.

Some researches use behavior correlation algobttmbehavior
algorithm (BBA) [10, 12] to detect bots from a netk. These provide
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mathematical models for detecting bots. But by gisibove algorithm, we
have to set threshold value for detecting botsefegry experiment. So a
proper detection technique is needed which mayilzmlihese parameters
increasing the detection rate. Also, existing dtbar fails to address the
problem like normal communication program and bbto@mmunication

program, Pl & Al problem, etc.

There are several reasons for modeling the botteicdon model: first
botnet uses command and control infrastructurettieir communication
which makes its functioning unique. Second botrestsudifferent-different
types of topologies (centralized, decentralizedyrigly for their connection
with victim host, and third uses different-diffetdgpes of protocols. Some
botnets also use protocol independent and architecindependent
platforms for their connection and communicatioheTproposed technique
will work on three phases: data collection, filteriand botnet detection.

Background Material

Currently, many botnet detection techniques suchF&M (flow-
correlation method) [12], VTM (visual threat monit¢9], SMM (signature
matching method) [13, 17] exist. There are two e$aktechniques for
botnet detection: setting up honey-nets and passiwaitoring network
traffic [14, 15]. Many papers have already discdsaleout using honey-nets
for botnet detection. Additionally, there are matigas to analyze strategies
and the type of command and control channels ug&2P botnet.

In [9], a visual thread monitor tool which is a pinécal visualization
method is used to improve the visibility of netwdrkffic associated with
invariant bot behaviors. The main advantage of Virdthod is to easily
visualize information to be processed. For usdrss easy to gain useful
information about bot enabling to detect both knama unknown types of
bots. But it visualizes only a limited set of inkant bot behavior (small size
command, fast response time). Also, this methoddbesbeing unable to
detect encrypted types of bots suffers from Pl &~Adblem.
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Reference [10] suggests a mechanism called FCH4. dn IRC-based
botnet detection mechanism applied flow correlafimngrouping the same
activities of same bots and identify both normaClIRnd abnormal IRC
behaviors.

In [5], a P2P botnet detection framework which éséd on association
between common P2P networks behaviors and hosvioehas suggested.
This mechanism not only detects known P2P botnét wihigh detection
rate but also detects some unknown P2P malwarés.nféthod deals with
some problems such as data encryption, route mle@hd communication
behaviors.

The impact of botnet to the computer world is désmd in [3 ,4]. They
described several methods to create networks of, hbeir control and
communication techniques, the protocols used fomroonication and
different types of possible attacks. They also ubsed one of the botnet
tracking tools, namely the honeypot to understaotd bperation.

In [8], the structure of a hybrid P2P botnet iscdissed. It is noted how
the hybrid botnet differs from centralized and deraized botnets, their
update architectures, types of propagation schamgsetwork connectivity
used by botnet.

Reference [6] suggests a P2P botnet detection aseétwork stream
analysis. Their botnet detection strategy is bamedhree algorithms: P2P
node detection, P2P node clustering and finallpéitetection. Before bots
detection, the suggested strategy detects P2P riades network. The
suggested algorithm uses several parameters ferdedéction and for every
experiment adjusts these parameters and threshhldss

References [11, 13, 14] use signature matchingeqmamatching, packet
sampling approaches for botnet detection, but theskniques have low
computational complexity and generate false alarms.



Dynamic Strategy for Botnet Detection using BBA 313

Discussion

Our literature review shows the current technoleda botnet detection
based on flow correlation method [12] (FCM), visttakeat monitor tool [9],
(VTM), P2P bots behaviors method [10] (PBBM) reafizonly with a
limited set of bots behavior which are unable tdede protocol and
architecture independent botnets. The problems dittacks on payload,
differentiation between normal communication progga and botnet
communication program, deal with certain problennshsas data encryption,
route selection, and communication behaviors which not completely
solved by the existing system. Even though thetiegisipproach is available
for detection of centralized and decentralized étstnwhich are described at
both designed level as well as implementable IeVbe above mentioned
problems are not yet fully solved. Only few resbars explained
architecture independent botnet.

Figure 3 shows different types of intrusion detattsystem. It also
depicts the various types of detection mechanisragadle at both the host
and the network-level. Many researchers use netiemed botnet detection
techniques which are mostly anomaly-based (eithetivea or passive
network monitoring) and signature-based [14, 198 of the researchers
address the combination of both host-level and odtevel techniques [5].

(Intrusinn Detection S;rstemj

Metwork-Based

[
Kemel-Tevel | [ Anowaly| (Signature) [DNS | [Mining
IWlonitoring Based Based Based | | Pased

Letrre-Metwork] [ Passtre-Metwork
Ilonitorimg Ilomitoring

Host-Based

Figure 3. Classification of intrusion detection system.
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Table 2 describes comparative study of various diotdetection
approaches based on network traffic monitoring. &offthe network based
methods detect only known and unknown bots; somtectieknown,
unknown and encrypted bots. Many researchers ugedtsre-based method
[13] for botnet detection but this method detectly &known bots and fails to
detect unknown bots and encrypted bots.

Table 2. Comparative study of various network-based methods

S No Network-based | Known bot |Unknown bot |Encrypted bot| Pl & Al
T method detection detection detection problem
1 Mining-based [7]] Yes Yes No No
2 VTM [9] Yes Yes No No

Signature-based
3 Yes No No No
[13, 17]
Anomaly-based
4 Yes Yes No No
[14, 16]
5 DNS-based [15] Yes Yes Yes No

Table 3. Comparative analysis from existing model with mreged model
research directions

S. No. Resear chers Tool/Algo./Module |PlI & Al Prob.| Topology
i | threat it
1 Shahrestani et al. [9] visuaithreat monitor No Centralized
tool (VTM)
Hammadi and Aickelin[1Q] P2P bots behaviors| No Decentralized
Lin et al. [12] flow correlation No Centralized

Traditional packet
4 Munz and Carle [16] inspection for No Decentralized
classification of botngt

flow attributes, .
5 Wang et al. [17] . . No Decentralized
signature matching.

Packet sampling,

. No Centralized
pattern matching.

6 Sperotto et al. [18]

Victim host behavior
7 Our work and Network-level Yes Hybrid
analysis
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Table 3 shows the comparative analysis of exigtiegel with proposed
model. The existing models are not covering thequa independent and
architecture independent (PT & Al problem) botnetedtion problem. But
our proposed model will avoid the Pl & Al problerg mtroducing a new
botnet detection model. The proposed algorithm pplieable for both
centralized and decentralized botnets.

Resear ch Directions

There is a need of a model which will detect bo#imtralized and
decentralized botnets in a network and their respespecificities.

» |dea for detecting botnet from a network is paalgivmonitoring
network traffic. Some work has been carried outhim past for detection of
P2P botnets but they fail to address the problekes data encryption,
communication behavior, etc.

» Current botnet detection models such as visuaathmonitor tool
(VTM), flow correlation method (FCM), etc. proviadmly a limited support
for detecting the bots from a network. And thesdhmés are available in
either centralized or decentralized botnets, notybrid botnets.

 If protocol independent and architecture indepahg®oblems are
solved, detection rate will then be increased.

If network-level method is combined with host-levitHen the success
rate of botnet detection will be increased and thispplicable for both
centralized and decentralized botnets.

Conclusion

Even though the detection models are availablelébecting centralized
and decentralized botnets, those techniques aresuitable for hybrid
botnets and also do not focus on the protocol ieddent and architecture
independent problem. Therefore, a new model foeaitg the botnets has
been proposed.
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Existing passive network monitoring method is diées$ into DNS

based, signature based, mining based and anomaded baetection
technigques, among them signature based methodtsleiety known bots
and other method detects both unknown and knowa. so, a proper
detection technique is needed which not only dstknbwn and unknown
bots but also is able to detect encrypted botsth&t same time if bot
programs are updated, existing network based medthodt able to resolve
this problem.

The proposed work can be implemented by using pdatandards and

the previous works for experiments. The experinerdaults of both the
works are evaluated by parameters such as matohimiper of bot features,
negative false and stability index, etc.
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