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Abstract

With the expeditious evolution in the field of conter networks, the
cases of network intrusions and exploitations hageeased to a great
extent. ARP spoofing attack, an appalling technitdna¢ makes use of
ARP protocol’'s defaults to assault the network dreteby destroying
the communication between hosts by sending wrontMAE
addresses is one of the most being researched faneaseventive
measures today. Even though large numbers of $goueasures have
cropped up across the globe for prevention of ARgoing attacks
but each approach lacks from different aspectss Paper proposes
an idea to detect ARP poisoning in large orgaroratiby verifying
the authenticity of the user keeping in view the&oimation
maintained in the tables and using detection systemorking
independently at different departmental levelsarineffective way. In
comparison to existing approaches worldwide, tltoppsed approach
iS more promising in terms of speed, perception adaptability in
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different network scenarios. Thus, this paper ig@atleavor to provide
a holistic approach to solve the problem of mathie-middle attacks
in wireless networks.

1. Introduction

In today’s era, Internet has undergone an astogngliowth. According
to the most recent reports, the number of Intensets worldwide was 3.17
billion up from 2.94 billion in the previous yeaWireless technology is
becoming popular day by day because of its low aast convenience. No
doubt, wireless networking allows users to gathtere, process and transfer
vast amounts of data, including proprietary andicdé® business,
transactional and confidential data, but at the esaime, businesses and
consumers suffer heavily due to wireless attacks ¢bntinue to plague the
Internet economy. Various types of attack toolsehéieen developed to
compromise 802.11 networks. The widespread use opullarity of
wireless technology gives the attacker a dais tjimowhich they can cause
most disruption. Cyber security threats are evgla rapidly as the Internet
is growing, and the associated risks are increasioddwide. One of the
most common attacks among these is the man-in-ttidlenattack. When
two users require communication with each othea ilocal area network,
they require IP and MAC addresses of each othepliégtions, which are
above the layer four, use logical address to ifiettie destination host, i.e.,
IP address [1]. IP addresses are assigned to thes lamd are logically
independent of the physical address. Mac addresiseisiniqgue hardware
address of a device that is assigned by the mauércNow, source device
that needs to communicate with other devices ¥irstiecks its Address
Resolution Protocol (ARP) cache to find if it knothe IP and MAC address
of the destination device. If it is already in thRP cache, then it uses that
address for communication. On the contrary, onky tR address of the
destination device is known and not the MAC addrems Address
Resolution Protocol (ARP) request message is bestedd into the network
asking "who has so and so IP"? The message isveetbly each device on
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the network, since it is a broadcast request. Haabhine compares the
target IP address with its own IP address. Thos&e®e whose IP address
does not match will drop the packet without anyaemctWhen the targeted
device checks the target protocol address, it witain a match and
construct an ARP reply message. The destinationcelesends the ARP
reply message containing its IP and MAC addressiaigla unicast. The
source machine will process the ARP reply and wpitatARP cache with
the sender hardware address and sender protocasaddt receives from
the reply [2].

COMPUTER 1 COMPUTER 2

ARP REQUEST
192.168.1.10 192.168.1.12
MAC AAA MAC BBB

Figure 1. Address resolution protocol.

As ARP does not offer any method for authenticatRP replies in the
network, these replies are vulnerable to be spobfedther hosts on the
network. Various existing intrusion detection systetake measures to
detect the false binding. Snort-wirel®4ss a much popular choice because
of its open source characteristics. Other systerois as anticap and antidote
are used to find the real and MITM hosts by rejectthe ARP reply
different from that already in the cache, but thase used only for specific
kernel. In a situation, when the attacker changagtimate AP’'s MAC
address using MAC spoofing technique, then nothamgbe done to identify
an MITM attack in a particular network. Staying f@acted against attacks
requires all users, even the most experienced tmég aware of the threats
and improve their security practices on a regulasid Having strong
network, security does not mean that one can pteliemetwork from being
attacked it simply means that the security mechasignplemented are just
that secure and have not been broken yet. Compatenetwork security is
constantly evolving and strong security mechanisrast also evolve to save
the users across the world. So, this paper foaus@snew proposed solution
to detect ARP spoofing by using a detection sysiased on the information
maintained in the tables at various network levels.
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The remainder section of this paper is organizetbbews: Section 2
describes defence strategies, Section 3 desclileegroposed idea, Section
4 describes the comparison of the proposed solutith the existing
techniques, and finally, Section 5 concludes theepa

2. Defence Strategies

Thus, in order to have reliable communication, sheuld be able to
detect and actively mitigate such attacks. ARP eapbisoning on the
network can completely go undetected if appropriateasures are not
implemented. One of the simplest methods to miidhis exploit is to use
static ARP entries [2]. As static entries cannotupelated, spoofed ARP
replies can be ignored. This method is not suitédnidarge networks as it
requires manually adding each entry into the caEhee detection systems
like ARPWatch [5], XArp are working on detection cha@nism but have not
able to provide complete defence. On the other hpod security detects
MAC cloning significantly but does not prevent ARPoofing. Dynamic
ARP inspection [4], a technique proposed by Cisaitchies allows the
switch to block invalid <IP, MAC> pairings. It uskxal pairing table that is
built using a feature known as DHCP snooping teectetvhat pairings are
invalid. A limitation to the use of these switchiedigh cost of switches that
make this feature ineffective. From an exhaustiegdture survey [6], every
solution exhibits some cons and no universal defemechanism was
reported. Thus, taking into account the currenhade, a new algorithm has
been developed and proposed through this reseangér.pThe algorithm
presented here detects ARP poisoning and raisem ala the network
administrators.

3. Proposed Idea

In the proposed work, a detection system to cudofipg attacks has
been put forward. In this context, a large orgaimsamay be thought of as
being divided into small virtual blocks. Each vatwblock posses its own
wireless local area network, such that all cliewrking in the distinct
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blocks are connected to the network by a localigéeFi (802.11b/g/n)

modem. An information agent working on each clievdchine sets up the
required platform for detection of ARP spoofingan effective manner. In
addition to the information agent, each virtual ddilchas a centralised
detection system. For proper working of the systitrbecomes evident to
determine that the information agents and the ¢tetecsystems of
subsequent virtual blocks communicate in a propemmar. The information
agent undertakes the following responsibilities @¢asure the proper
functioning:

(1) When a machine needs to join the wireless nétwy issuing an
ARP request, information agent on that machine lshiofiorm this event to
the detection system of the particular block.

(2) When the machine has connected with the sules¢@ecess point in
a virtual block, it must send the IP-MAC bindingip#o the detection
system, to be stored in the memory of detectiotesys

(3) In a similar manner, when a machine sends tRe Afeply, IA must
inform this event to the detection system.

Organization

Department Department Department

Wireless Local Wireless  Local

Wireless Local

Area Network Area Network Area Network
e S S S S P
EI ] oo gt
Users Users Users

Figure 2. Model of the proposed system.
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Authenticated Probing Table Blocked Entries
table Table
1P, MAC, l l 1P, MAC,
1P, MAC, An ARP reply received for || New <IPMAC> entry || An ARP request is . e
which no ARP request sent found being sent and its 2 ]
1P MAG; and TA of replying machine response  awaited
is not informed l IA of requesting 1P; MAG;
1P, MAC, machine is informed
Keep it in probing about it 1P, MAC,
table until being

verified or detected
Add  entry  to

spoofed.
authenticated table

Verify the user by sending
TCMP packets and wait for

reply

Most probably real

host

Spoofing detected

Move TP.MAC entry to

its corresponding table

Figure 3. Flowchart of the proposed system.

Keeping in view the information collected by thetad#ion system of
various virtual blocks from the respective inforioat agents, the tables
namely verified entries table, probing table andcking table must be
maintained. The verified entries table keeps artkoball the ARP bindings
between the clients and the servers in a virtuatkl The probing table must
keep a track of all the ARP replies that are resbiat the server end, that
were not sent an ARP request for. This table cordithe possibility of ARP
spoofing in a particular virtual block and furth@obe can be carried out on
the basis of this information. Furthermore, to sigthen this claim, in case
an attacker is carrying out an ARP poisoning attiaick particular block,
ICMP packets are sent to the MAC address of spgofiient machine.
Based on number of replies received, it can be madewhether the host is
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genuine or fake. The new entries (IP, MAC) mustkbpt in the probing
table until they are verified clear, or been detddbke. Those entries in the
probing table that are identified fake are movedy& another table
maintained by the detection system, the blockirgetaAll the blocked
entries that have been detected as fake by issmihdCMP packets and
monitoring the replies are permanently stored is téble.

4. Comparison with Existing Techniques

It has been observed that the technique proposegkdation 3 of the
paper is expeditious and reliable due to the falhgweasons:

 Scalability. It can be used in large networks to detect ARRBqring
attacks because the time lag between ARP attacktsrdktection is very
less. So it is better than the existing passivertiegies.

» Network overhead. It does not blindly add the unknown traffic in the
ARP cache but firstly verifies the authenticitytbEé unknown ARP packets
by sending one ICMP echo request per newly seekepac

e Compatibility. Our solution is backward compatible with address
resolution protocol and can be easily matched ta nn dynamic
environments.

5. Conclusion

In this paper, an adequate mechanism to overcoeméntitations faced
by the existing schemes has been proposed. Thaigeehis scalable and
perceptive in detecting ARP poisoning attacks. lmrhore, there is an
injection of a single ICMP echo request for eacllgeseen packet to probe
the authenticity of unknown traffic. An added achemye of this feature is
that this decreases the traffic overhead by a gleat Apart from being an
active approach, as the time lag between the a#tadkits detection is very
less, the system promises to detect the real mgpgiming an ongoing
assault. In the end, as a future scope, the worik be extended by
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accomplishing experimental observations keepingview the proposed
method under varied 802.11 network conditions, uditlg real time
scenarios under which ARP spoofing attacks usueaityr.
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