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Abstract 

With the expeditious evolution in the field of computer networks, the 

cases of network intrusions and exploitations have increased to a great 

extent. ARP spoofing attack, an appalling technique that makes use of 

ARP protocol’s defaults to assault the network and thereby destroying 

the communication between hosts by sending wrong IP/MAC 

addresses is one of the most being researched areas for preventive 

measures today. Even though large numbers of security measures have 

cropped up across the globe for prevention of ARP spoofing attacks 

but each approach lacks from different aspects. This paper proposes 

an idea to detect ARP poisoning in large organizations by verifying 

the authenticity of the user keeping in view the information 

maintained in the tables and using detection systems working 

independently at different departmental levels, in an effective way. In 

comparison to existing approaches worldwide, the proposed approach 

is more promising in terms of speed, perception and adaptability in 
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different network scenarios. Thus, this paper is an endeavor to provide 

a holistic approach to solve the problem of man-in-the-middle attacks 

in wireless networks. 

1. Introduction 

In today’s era, Internet has undergone an astounding growth. According 

to the most recent reports, the number of Internet users worldwide was 3.17 

billion up from 2.94 billion in the previous year. Wireless technology is 

becoming popular day by day because of its low cost and convenience. No 

doubt, wireless networking allows users to gather, store, process and transfer 

vast amounts of data, including proprietary and delicate business, 

transactional and confidential data, but at the same time, businesses and 

consumers suffer heavily due to wireless attacks that continue to plague the 

Internet economy. Various types of attack tools have been developed to 

compromise 802.11 networks. The widespread use and popularity of 

wireless technology gives the attacker a dais through which they can cause 

most disruption. Cyber security threats are evolving as rapidly as the Internet 

is growing, and the associated risks are increasing worldwide. One of the 

most common attacks among these is the man-in-the-middle attack. When 

two users require communication with each other in a local area network, 

they require IP and MAC addresses of each other. Applications, which are 

above the layer four, use logical address to identify the destination host, i.e., 

IP address [1]. IP addresses are assigned to the hosts and are logically 

independent of the physical address. Mac address is the unique hardware 

address of a device that is assigned by the manufacturer. Now, source device 

that needs to communicate with other devices firstly checks its Address 

Resolution Protocol (ARP) cache to find if it knows the IP and MAC address 

of the destination device. If it is already in the ARP cache, then it uses that 

address for communication. On the contrary, only the IP address of the 

destination device is known and not the MAC address, an Address 

Resolution Protocol (ARP) request message is broadcasted into the network 

asking "who has so and so IP"? The message is received by each device on 
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the network, since it is a broadcast request. Each machine compares the 

target IP address with its own IP address. Those devices whose IP address 

does not match will drop the packet without any action. When the targeted 

device checks the target protocol address, it will obtain a match and 

construct an ARP reply message. The destination device sends the ARP 

reply message containing its IP and MAC address and it is a unicast. The 

source machine will process the ARP reply and update its ARP cache with 

the sender hardware address and sender protocol address, it receives from 

the reply [2]. 

 
Figure 1. Address resolution protocol. 

As ARP does not offer any method for authenticating ARP replies in the 

network, these replies are vulnerable to be spoofed by other hosts on the 

network. Various existing intrusion detection systems take measures to 

detect the false binding. Snort-wirelessTM is a much popular choice because 

of its open source characteristics. Other systems such as anticap and antidote 

are used to find the real and MITM hosts by rejecting the ARP reply 

different from that already in the cache, but these are used only for specific 

kernel. In a situation, when the attacker changes legitimate AP’s MAC 

address using MAC spoofing technique, then nothing can be done to identify 

an MITM attack in a particular network. Staying protected against attacks 

requires all users, even the most experienced ones, to be aware of the threats 

and improve their security practices on a regular basis. Having strong 

network, security does not mean that one can prevent the network from being 

attacked it simply means that the security mechanisms implemented are just 

that secure and have not been broken yet. Computer and network security is 

constantly evolving and strong security mechanisms must also evolve to save 

the users across the world. So, this paper focuses on a new proposed solution 

to detect ARP spoofing by using a detection system based on the information 

maintained in the tables at various network levels. 
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The remainder section of this paper is organized as follows: Section 2 

describes defence strategies, Section 3 describes the proposed idea, Section 

4 describes the comparison of the proposed solution with the existing 

techniques, and finally, Section 5 concludes the paper. 

2. Defence Strategies 

Thus, in order to have reliable communication, one should be able to 

detect and actively mitigate such attacks. ARP cache poisoning on the 

network can completely go undetected if appropriate measures are not 

implemented. One of the simplest methods to mitigate this exploit is to use 

static ARP entries [2]. As static entries cannot be updated, spoofed ARP 

replies can be ignored. This method is not suitable for large networks as it 

requires manually adding each entry into the cache. Free detection systems 

like ARPWatch [5], XArp are working on detection mechanism but have not 

able to provide complete defence. On the other hand, port security detects 

MAC cloning significantly but does not prevent ARP spoofing. Dynamic 

ARP inspection [4], a technique proposed by Cisco switches allows the 

switch to block invalid <IP, MAC> pairings. It uses local pairing table that is 

built using a feature known as DHCP snooping to detect what pairings are 

invalid. A limitation to the use of these switches is high cost of switches that 

make this feature ineffective. From an exhaustive literature survey [6], every 

solution exhibits some cons and no universal defence mechanism was 

reported. Thus, taking into account the current scenario, a new algorithm has 

been developed and proposed through this research paper. The algorithm 

presented here detects ARP poisoning and raises alarm to the network 

administrators. 

3. Proposed Idea 

In the proposed work, a detection system to curb spoofing attacks has 

been put forward. In this context, a large organisation may be thought of as 

being divided into small virtual blocks. Each virtual block posses its own 

wireless local area network, such that all clients working in the distinct 
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blocks are connected to the network by a localised Wi-Fi (802.11b/g/n) 

modem. An information agent working on each client machine sets up the 

required platform for detection of ARP spoofing in an effective manner. In 

addition to the information agent, each virtual block has a centralised 

detection system. For proper working of the system, it becomes evident to 

determine that the information agents and the detection systems of 

subsequent virtual blocks communicate in a proper manner. The information 

agent undertakes the following responsibilities to ensure the proper 

functioning: 

(1) When a machine needs to join the wireless network by issuing an 

ARP request, information agent on that machine should inform this event to 

the detection system of the particular block. 

(2) When the machine has connected with the subsequent access point in 

a virtual block, it must send the IP-MAC binding pair to the detection 

system, to be stored in the memory of detection system. 

(3) In a similar manner, when a machine sends the ARP reply, IA must 

inform this event to the detection system. 

 

Figure 2. Model of the proposed system. 
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Figure 3. Flowchart of the proposed system. 

Keeping in view the information collected by the detection system of 

various virtual blocks from the respective information agents, the tables 

namely verified entries table, probing table and blocking table must be 

maintained. The verified entries table keeps a record of all the ARP bindings 

between the clients and the servers in a virtual block. The probing table must 

keep a track of all the ARP replies that are received at the server end, that 

were not sent an ARP request for. This table confirms the possibility of ARP 

spoofing in a particular virtual block and further probe can be carried out on 

the basis of this information. Furthermore, to strengthen this claim, in case 

an attacker is carrying out an ARP poisoning attack in a particular block, 

ICMP packets are sent to the MAC address of spoofing client machine. 

Based on number of replies received, it can be made sure whether the host is 
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genuine or fake. The new entries (IP, MAC) must be kept in the probing 

table until they are verified clear, or been detected fake. Those entries in the 

probing table that are identified fake are moved to yet another table 

maintained by the detection system, the blocking table. All the blocked 

entries that have been detected as fake by issuing out ICMP packets and 

monitoring the replies are permanently stored in this table. 

4. Comparison with Existing Techniques 

It has been observed that the technique proposed in Section 3 of the 

paper is expeditious and reliable due to the following reasons: 

• Scalability. It can be used in large networks to detect ARP poisoning 

attacks because the time lag between ARP attack and its detection is very 

less. So it is better than the existing passive techniques. 

• Network overhead. It does not blindly add the unknown traffic in the 

ARP cache but firstly verifies the authenticity of the unknown ARP packets 

by sending one ICMP echo request per newly seen packet. 

• Compatibility. Our solution is backward compatible with address 

resolution protocol and can be easily matched to run on dynamic 

environments. 

5. Conclusion 

In this paper, an adequate mechanism to overcome the limitations faced 

by the existing schemes has been proposed. The technique is scalable and 

perceptive in detecting ARP poisoning attacks. Furthermore, there is an 

injection of a single ICMP echo request for each newly seen packet to probe 

the authenticity of unknown traffic. An added advantage of this feature is 

that this decreases the traffic overhead by a great deal. Apart from being an 

active approach, as the time lag between the attack and its detection is very 

less, the system promises to detect the real mapping during an ongoing 

assault. In the end, as a future scope, the work may be extended by 
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accomplishing experimental observations keeping in view the proposed 

method under varied 802.11 network conditions, including real time 

scenarios under which ARP spoofing attacks usually occur. 
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