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Abstract 

Ciphers are vulnerable to different types of attacks which exploit them 
for their weaknesses. Since security is a vital and fundamental 
requirement in the current era of information system and 
communication process, even a little compromise can be detrimental. 
Whenever a security system is made, cryptanalysts over the world 
check it for robustness by opting different methods. Focusing on 
security of block ciphers, this paper mainly aims to discuss various 
types of attacks. This paper dwells on the complexity of Bitsum 
Algorithm but also classifies and compares different attacks based on 
their complexities. Five popular and strong algorithms were analyzed 
under Bitsum algorithm. FEAL, Blowfish, and AES were able to 
withstand Bitsum Attack whereas TEA and XTEA could not. This 
comparison has shown that the complexity of the Bitsum attack is least 
on Reduced TEA, TEA and XTEA. 

1. Introduction 

With proliferation of technology and networking becoming an integral 
part of life these days, network security assumes utmost importance. Vast 
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amount of data is being communicated daily through the internet. The rapid 
expansion in the field information technology and secure transmission of 
confidential data has fetched the great deal of attention of the cryptologists 
all around the world. The conventional security mechanisms can only 
maintain the data security. Information could be accessed by any 
unauthorized user for malicious purpose. Therefore, it is necessary to update 
the security systems and their robustness. Cryptanalysis is the method 
adopted for the improvement of the cryptographic techniques. Development 
of the Bitsum algorithm is an initiative in this direction. Implications of this 
algorithm were checked on XOR [1] with good results. Based on this 
research, this algorithm was implemented on some other block ciphers to 
check its applicability. This paper discusses the results of the 
experimentation done on the selective block ciphers. Complexity of the 
Bitsum algorithm is also discussed in this paper. A comparative study of the 
cryptanalytic ciphers is also done in the last section of this paper. 

2. Bitsum Algorithm 

Bitsum is the sum of number of 1’s in the given binary number. This 
Bitsum is used to design an algorithm to explore the possibility of having 
correlation between the Bitsum of Plaintext, Key, and Ciphertext in an 
encryption scheme.  

A chosen Plaintext attack, “Bitsum algorithm” is formulated and 
implemented on some of the symmetric ciphers. The ciphers under study 
were analyzed to find the weaknesses in them. The algorithm steps are given 
below: 
Explanation of the algorithm 

(a) Choose a cipher to be investigated 
(b) Loop 

  I. For cipher under investigation, we will encipher a fixed  
message M with N different keys 

II. Calculate the correlation of the Bitsums of the cipher texts 
produced with the Bitsums of the corresponding keys. 
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  End Loop 
(c) We will keep track of the message that yields the best 

correlation between Bitsums of ciphertext and key. 

(d) Conclusions will be drawn on the basis of the obtained result. 

Let us consider a cipher to be studied. Suppose key length is 64 bits. The 
brute force attack is the worst scenario which would test all 264 keys. Now 
Bitsum of the key (Sum of the number of 1’s) has to be calculated to reduce 
the keyspace. The worst case scenario here would be 32 ones, for which we 
would have 64C32 (64 choose 32) possible keys. 

It is proposed to investigate a chosen plaintext attack with the hope that 
there could be a specific message for which the Bitsum of the ciphertext 
would correlate with the Bitsum of the key. It is likely that the correlation 
may not be perfect, so a suggested range of values for the Bitsum of the key 
may be produced.  Still, this would be a great savings over brute force. This 
has been the basis of our algorithm that was used to investigate the strength 
of symmetric ciphers. 

3. Performance of TEA, XTEA, FEAL, BLOWFISH and 
AES (128, 192 & 256) based on Correlation Test 

This section focuses on the comparative analysis of implementation of 
Bitsum Algorithm on selective block ciphers. These ciphers are TEA [2], 
XTEA [3], FEAL [4], BLOWFISH [5] and AES (128, 192 & 256) [6]. SPSS 
is used to do this analysis. 

Table 1. Analysis of confusion and diffusion property of selective ciphers 

Algorithm Significance Value of Bitsum 
of Plaintext – Ciphertext 
relation  

Significance Value of Bitsum 
of Ciphertext – Key relation  

TEA/XTEA .000 .000 

FEAL .701 .059 

BLOWFISH .956 .181 

AES – 128 .471 .739 
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AES – 192 .229 .446 

AES – 256 .929 .239 

Table 1 shows the significance values of the correlation test performed 
on the values of Bitsum of Plaintext, Bitsum of Ciphertext and Bitsum of 
Key. The second column of the table gives the significance value of relation 
between Bitsum of Plaintext and Bitsum of the Ciphertext which indicate the 
diffusion property of the respective algorithm.  

Significance values of the relation between Bitsum of Ciphertext and 
Bitsum of Key are listed in the third column of the Table 1. This column 
indicates the confusion property of the ciphers.  

We have used the .05 level of significance. Whereever the significance 
value of the test (for Bitsum of Ciphertext and Bitsum of Key) is > .05, this 
means that there is no correlation between the Bitsums of the keys and the 
cipher texts i.e. FEAL, BLOWFISH, AES - 128, AES - 192 and AES - 256 
holds the confusion property.  

In the similar way, whereever the significance value of the test (for 
Bitsum of Plaintext and Bitsum of Ciphertext) is > .05, this means that there 
is no correlation between the Bitsums of the keys and the cipher texts i.e. of 
FEAL, BLOWFISH, AES - 128, AES - 192 and AES - 256 holds the 
diffusion property. 

The noticeable values are for TEA and XTEA, where the significance 
values are .000 in both the cases. That means these ciphers do not hold 
confusion or diffusion property. As a result, Bitsum algorithm poses a threat 
on TEA and XTEA. 

4. Complexity of an Algorithm 

To analyze an algorithm, it is important to study its complexity. This will 
give us an opportunity to compare its performance with other algorithms. To 
estimate the complexity of an algorithm, we must consider the least time it 
takes, the storage requirements, and the data it needs to be executed.  
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The Big O Notation 

In order to be able to define the complexity of an algorithm, we must 
understand the ‘O’ notation. The O is known as the Order on which the rate 
of growth of a function is dependent. To explain this concept take the 
example of an equation, ),(nT   

356)( 2 −+= nnnT   

,)()( 2nOnT =  which means that )(nT grows at the rate of .2n   

Formal Definition. ))(()( ngOnf =  means there are positive constants 

c and k, such that )()(0 ncgnf ≤≤  for all .kn ≥  The values of c and k 

must be fixed for the function f and must not depend on n [7].  

There are some common notations which are used for representing the 
complexity of the algorithms. Some of the common notations are given 
below:  

Table 2. Common notations used for representing the complexity of the 
algorithms 

Notation Name 
)1(O  Constant 

))(log(nO  Logarithmic 
)(nO  Linear 

)( 2nO  Quadratic 

)( cnO  Polynomial 

)( ncO  Exponential 

The Time and Space Complexity of Bitsum Algorithm 

The time and space complexity of Bitsum algorithm is in the order of 
O(n), which states that the order of growth of Bitsum algorithm is linear.  

5. Applicability of Various Cryptanalytic Algorithms 

In the security world, symmetric ciphers have been ruling since so many 
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years. So we have decided to implement this algorithm on some famous and 
strong symmetric ciphers to check its applicability. For this the selected 
algorithm were XOR, TEA, XTEA, FEAL, Blowfish and AES. The first 
algorithm to be implemented and analyzed against Bitsum Algorithm was 
XOR cipher. Taking motivation from DES, security of reduced key Tiny 
Encryption Algorithm has been analyzed. TEA and XTEA, FEAL, 
BLOWFISH and AES are also analyzed through Bitsum algorithm. 

This section is devoted to the study of attacks implemented on the 
algorithms under consideration i.e. TEA, XTEA, FEAL, Blowfish and AES. 
In Table 4 we have summarized this analysis.  

Table 3. Cryptanalytic attacks on the ciphers under study 

Cryptanalytic 
Algorithms 

TEA XTEA FEAL BLOWFISH AES 

Exhaustive search Yes Yes Yes Yes Yes 

Zero correlation [8] Yes Yes No No No 

Related Key [9] Yes Yes No No Yes 

Slide Attack [10] No No No Yes No 

Reflection Attack [11] No No No Yes No 

Bit Sum [12] Yes Yes No No No 

From Table 3 summarizes the cryptanalysis of TEA, XTEA, FEAL, 
BLOWFISH and AES. Exhaustive search can be done on all the ciphers. 
Zero correlation attack is applicable on TEA and XTEA. Related key attack 
is pertinent on TEA, XTEA and AES. Slide attack is applicable on Blowfish. 
Reflection attack is applicable on Blowfish. Bitsum algorithm is able to 
cryptanalyze TEA and XTEA.  

It can be observed from Table 3, that for comparing the performance of 
Bitsum algorithm, four algorithms/attacks can be considered. These four 
techniques are Exhaustive search, Zero correlation, related key and Bitsum 
algorithm. The comparison of these algorithms is done on the basis of their 
complexity.  

The choice of the algorithms in Table 4 for the comparison is due to the 
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reason that all the three algorithms are used for the cryptanalysis of TEA and 
XTEA. Hence the Table 4 draws comparison for them only.  

Table 4. Comparison of complexities of various algorithms 

Cryptanalytic 
Algorithms 

TEA XTEA Reduced Tiny 
Encryption 

Algorithm [13] 
Exhaustive search 2128 2128 264 

Zero Correlation 2119.64 2120.71 - 

Related Key attack 
232( with a condition of having 
223 chosen plaintexts) 2104.33 

- 
Bitsum 264 264 232 

From the comparison table we can conclude that performance of the 
Bitsum algorithm is better than the other algorithms. Although complexity of 
related key attack is lesser, but it comes with a condition of having 223 
chosen plaintexts. 

6. Conclusion 

The idea behind this study was to find out the correlation between 
Bitsum of Ciphertext with Bitsum of Key or the Plaintext. On the basis of the 
results and analysis thereof, we sum up our findings as follows:  

Blowfish and FEAL are secure algorithms as they have confusion and 
diffusion properties to hold. They maintain the requirements of good cipher. 

TEA and XTEA have their own disadvantages as they have neither 
confusion nor diffusion property and therefore they are considered to be 
weak ciphers. 

All the show confusion and diffusion property, so they are strong enough 
to provide security. 
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