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Abstract

Mobile ad-hoc network (MANET) is a collection of iite nodes

which do not have any infrastructure, i.e., acqesats. Designing an
efficient authentication mechanism for such a largsile network is

challenging task as the nodes have limited batéery bandwidth

constraints. There are different types of attacksicw consume
resources of the whole network and hence disruptdhting process.
This paper proposes an authentication techniqueowituse of any
trusted third party (TTP) or Certifying AuthorityCA). Clustering

provides an effective way to divide network to malke areas within
which routing is performed and overhead is alsaced. For mutual
authentication of nodes, clustering is used witlyskand unique
identity numbers together provides authenticatiowd @he cluster
heads will account for mobility. This will restrithe malicious nodes
to enter into the network and thus reduces thecassaof attack.

1. Introduction

Mobile ad-hoc networks (MANETS) consist of self anizing nodes

with high mobility that communicates via nodes Ilits&nlike traditional
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networks which used wired systems and fixed inftacstire, MANETs do
not have fixed infrastructure which means thabitsinot have base stations
and centralized management points. MANETSs are cheniaed on the basis
of various features that calculate for the mobilitythe nodes inside the
network: battery life, infrastructure less, dynantigpology, multi-hop
routing, distributed nature and many more. Selfaniging nature of the
nodes makes them viable for virtual conferencestldi@ld applications,
remote unmanned sensor networks, military purp@sesompared to the
fixed infrastructure used by the traditional netkgowhere dedicated nodes
are used for packet forwarding.

Due to its open nature, MANET is prone to variottacks. Attacks
include various passive attacks like eavesdroppimagifying, replaying the
message [1]. Some nodes can behave maliciouslg Wwhihg in the network
so that it may not be possible to identify themilgaSuch nodes advertise
false routes and provide incorrect update inforomatiherefore affecting
network and leading to a byzantine failure. Varigasure routing protocols
are proposed to enhance the network security. Cajermpitfall is that all
those routing protocols assume to be secure chdaynelhich link can be
made between the sender and the receiver. Butufdr a secure systems,
security associations (SA) must be made first th tiwe parties involved in
the transmission. Clustering techniques are apptigdake an effective way
for routing which reduces overhead. Clusteringl$® anow-a-days used to
provide authentication. Various algorithms are psgsdl some of them
include LIC, HCC, K-CONID and many more [2].

In this paper, an efficient framework for autheaticg nodes inside
MANET is proposed that can easily provide a waydentify the malicious
node. The main solutions of this paper focus omo¥ghg problems in
existing methodologies: (i) use of TTP (trustedrdhparty), (ii) public-
private key pair and (iii) authenticating malicionsdes. This paper solves
the above mentioned problems efficiently. The cégtaper is organized as
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follows: Section 2 provides the related work in fredd of authentication.
Section 3 presents the proposed framework for atittaion. Section 4
concludes the paper and also provides future sobfie work to improve it
further.

2. Related Work

The most challenging task in MANET is to providewgty. Security
aspects include authentication, confidentialityaikability and integrity.
Authentication is the major problem in MANETs. Crygraphy and key
exchanges are well known techniques for this prable

Zhou and Hass [3] first proposed threshold crympby based key
management technique for MANET. Total mfnodes have the share of
master secret key which is generated using thrdsitgptography. Thus any
node that needs to join the network must first iob#dl n partial signatures
to form a complete signature for accessing the oitwesources. The major
drawback of this scheme is the risk of disclosurdeay. If the malicious
nodes get access to all timeekeys, then it can easily form a certifying
authority and can issue certificates.

Sen [4] proposed a Robust and Efficient Node Auibation Protocol
for MANETSs. Nodes here are authenticated mutudlgfore entering the
network the node generates public/private key péiis key exchange
protocol used the CREQ (certificate request) packeethod, adopted in
reactive protocols, which here was used for refmggthe public keys of the
nodes. To make the protocol efficient, two appreachare taken: (a) multi-
path certificate exchange and (b) trust-basedficatits. Three operations
are described. Initialization, certificate excharmpe certificate revocation.
But many spurious certificates can be generateatwhiay prove fatal for
the network.

Hashmi and Brooke [5] gave different authenticatitethniques:
Centralized CA distributed CA, self CA systems amgbrid schemes.
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Problems with all these techniques are listed éntétole as following:

Table 1. Comparison of authentication mechanisms

Authentication M echanism Problem
Central CA Infrastructure cost is high
Distributed CA Malicious node can Acquire
multiple IDs
Self CA Arbitrary identities are created b
the nodes themselves
Hybrid TTP is required for bootstrapping
« MANET-ID phase

« Multiple-key Cryptography Sybil attack is possible

Kaur et al. [6] proposed weightage based secureggnefficient
clustering algorithm in which rely factc(rRFu’B) is calculated based on the

behavior of nodes and compared with a thresholdevalH is elected with
the weights values. Bechler et al. [7] introduceduster based architecture
in which arbitrary nodes with warranty certificatesrrant a new node’s
identity. Arbitrary nodes can be compromised. Bedngk and Gajewski [8]
proposed a clustering algorithm based on variouampeters like battery
level, stationary factor, received power level knoag weights. Gomathi and
Parvathavarthini [9] used direct trust evaluatiod gave trust value of a
node which is compared with a predefined threshalde. It contributed a
trusted environment for mobile nodes.

Komninos et al. [10] proposed a layered securitgraach which helps
in securing ad-hoc network using authenticatiortqarals. In the first phase
the nodes try to authenticate to determine thetiigeby sing challenge
response protocols which are totally based on synunieey techniques. In
second phase again nodes authenticate based ¢engeatesponse with the
help of public key cryptography.

Devi and Arunmozhi [11] proposed CBAS method to riowe the
security of MANET. Authentication uses zero knovgecprotocol (ZKP) in
which the secret key is never directly passed mastad node deletes
the attacker node and then the communication stértgmproved the
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performance but consumes more energy. Thus anepéigient approach
is needed. Aruna and Subramani [12] provides stfdwaited clustering
algorithms which includes single metric based drsfy and multiple
metrics based clustering that involves WCA (weididased clustering
algorithm), WBACA (weight based adaptive cluste}irapd many more.
Based on the comparisons between these algoritmolsiple metric based
clustering proves to be more efficient.

Govil et al. [13] proposed a technique for selagtituster head based on
the energy level and hence conserving the enertheinetwork. It considers
the battery power capacity (BPC), residual battpower (RBP) and
distance. CH is selected in the cluster mfmobile nodes. Yang [14]
reviewed different techniques for authenticationl ggave a mechanism. A
multi-step authentication process is proposed whitlves to be better for
identifying nodes. Node which had the maximum aderfice value is chosen
as a CA which issues certificates to each cluseadh The CH issues
authentication key to the nodes by checking thiabiity factor of nodes.
But it involves two entities one a CA and other @Hich will increase the
overhead over the system and also the confidendge via somewhat
susceptible to changes by the malicious node.

Dhurandher et al. [15] proposed a friend basedeatitation scheme
which provides efficient mechanism to broadcasbrimiation about the
trusted nodes in the network. It establishes ttasiugh friends and uses
challenges based message for authentication. Toisdes an efficient and
robust method for secure authentication.

Murugesan et al. [16] proposed a node authentitatiostering based
security for ad-hoc networks. It used location ofle (x, y) as the key pair

for that node and used it for authentication. Thebfem with type of

authentication is that it involves location as acidimg factor for

authenticating which can easily be spoofed and dvearty node can get
information of other nodes and use that locatioa ksy pair.
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3. Proposaed Work

The proposed work integrates the clustering andhesication
algorithm which proves to be useful in limiting thecess to resources for
the malicious nodes which wants to enter the ndéwor

A. Framework

Phase I

Elect Cluster Head
(CH)
Create Cluster with
knodes
AUCRES Algorithm
Phase I | (Authentication)
Yes
Is m_'d_( Declare node as
JuxHEipes Malicious Node
No
Declare node as
Trusted Node
Communication L
can be done Stop )

Figure 1. Framework for authentication.

Phase IT

Phase IV

Different phases conclude the framework as showhigure 1. Each
phase in its own is an algorithm. Phases are engdiads below:

Phase|: Cluster head election

In the initialization phase first the weights acenputed and cluster head
is elected. For this EDWCA [17, 18] is used.

1. Weight calculation

All the nodes broadcast its ID, assigned at thenpéng to all the nodes,
to one hop neighbors and each node involves sotoelation to know their
weights based on the above mentioned metrics.
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EDWCA executes clustering based on these paraméteght W is

calculated as:
W = alFE +bUD; + c Ud (1)
E; = Energy level in the node
D; = Distance from the neighbor node
d, = Degree difference of node
wherea, b, c are the coefficients.

2. Cluster head dection

After the nodes calculated their weights as inwil) now broadcast
the information to all 1-hop neighbors and will queme the weights of all
the nodes. The node with highaat will be selected as CH as shown In

Figure 2.

I‘lk';:' 14 .
Figure 2. Cluster head election.
Phasell: Cluster formation

After the CH election, the neighboring nodes wiéhd the message “I
want to be a member of this cluster”. The node tigets the response of
more than one CH will act as a gateway node andth#trs as members.
Figure 3 depicts different clusters formed.
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Figure 3. Cluster formation.
Phaselll: AUCRES generation algorithm

After the nodes enter into the cluster the noddkhsiauthenticated by
the cluster head. Process of authentication islbsnfs:

1. Authentication mechanism

Step |. Node provides its MAC address to the CH and CHipridvide a
corresponding 48 bit random address or a numbeahdonode using an
encrypted channel which it will store in a tabl&u¥ identity of the node is
kept with the CH. Each node has to register itaifr entering the network
as shown in Figure 4.

(MAC Address + Node ID)
(48 bit R mapped to address)

C 9

Node Ni CHl

Figure 4. Request identity.

Step II. Both node and CH execute the AUCRES authentication
algorithm using a 128 bit random keg; for cluster I' and generate 32 bit

AUCRES (authentication response) as shown in Fi§ure
32 bit AUCRES

(X @

(32 bit AUCRES)
Figure 5. Response generation.
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Step I11. If 32 bit response matches from both the nodethactluster
head CH, then the node is authenticated and alldwazhter the network
otherwise is simply declared as unauthenticateglrgi6 depicts the same.

O -

(AUTHENTICATED)

Figure 6. AUCRES generation algorithm.
2. AUCRES generation algorithm

This algorithm generates a 32 bit authenticatispoase as shown in
Figure 7. It uses a 128 bit random number whidttisgributed by the CH to
all the nodes and a 128 bhit padded random addecadisd as unique key in
Figure 8) mapped to MAC address of the node pralvitethe initialization
phase of the authentication. It is cryptographjcaéicure because of the key
size.

(128 bits) Random Number

—| 64 Bits I 64 bits }—
T XORed 64 bits

ED 64 32 32
™ AUCRES
[/

a2 32 bits

XORed 64 bits |ar B

( 64 bits | sabis |
(128 bits) Unique Key

Figure 7. 32-bit AUCRES generation.



10 Neha Sharma and Ambrish Gangal
B. M obility phase authentication
Cluster member movement

When cluster member moves out from the clusterahd comes in
vicinity of other cluster j*. The CH of cluster ' confirms the nodes
authentication in previous clustdf from CH; not with the node itself as
shown in Figure 7. This will provide a secure arfficient way of
authentication.

("ﬂ"} (Cid, node id) _.

N '\-\_4)
CH,

CH, Query for N

Figure8. CH;-CH; communication.

Cluster head movement

There may be a case when cluster head moves awdyefSre leaving,
CH searches for the node with maximum remainingebatpower in its
neighbor table and hand over all the tables to ribde, thus forming a new
cluster head in situation of movement.

4. Conclusion and Future Work

The security is of major concern when nodes mowefone cluster to
another. The algorithm provides communication betw¢he CHs rather
than the CH and the node, hence reducing overhdadhode-node
communication. Thus the algorithm proves to beatiffe as the ID it uses is
unique and cannot be intercepted. Key is 128-big lavhich itself is much
secure as compared to other similar works. No ds&Td prevents the
authentication system to rely on a single entitgnee the system is more
efficient in providing authentication.

Single point of failure is always the point in MANIEas there are no
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access points (APs). Our future work will be foagsion this aspect.
Furthermore transmission of the keys through arsechannel is of great
importance considering security issues in mobilevoeks. In future this
aspect will be dealt to enhance the security ofttbentication mechanism.
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